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Brancher og fokusomrader

Cyber security, Bl og dataopsamling
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Dubex:

v’ Largest dedicated Cyber Defence Center in DK

v Both Danish and English service support

v Log monitoring and analysis since 1999 °

v Dubex Managed SIEM

v’ Incident Response - 16 years of experience

Dubex: 24/7 Incident Response  Always @On (. +45328304 03



Dubex Service Areas

Cyber Risk Advisory
Risk Insights & Advice

* Risk and maturity assessments

* Risk management

« Compliance advisory Crisis
management

* Supply chain management
* Internal auditing

1 Incident Response

- React& Mitigate

* Incident Response Team

* Incident coordination and
management

* Attack Mitigation, and recovery

* Forensics Analysis

* Incident Reports

Dubex:
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Cyber Defence Center
Detect & Respond

Managed SIEM & MDR
Managed EDR
Managed NDR

Dark Web Monitoring
Threat Alert

Brand Protection

Offensive Security
Hack & Identify

PenetrationTesting

Purple Team -

Assumed Breach
Vulnerability management
Phishing

Attack surface mapping

As a Service
Cybersecurity advice

* CISO as a Service

*  Security Architect as a
Service

« SME as a service

O Security Operations
Operate & Support

* - Product support
Product'Consultancy
Product Management support
» CyberArk, Check Point,
SentinelOne, F5,
Symantec, InfoBlox

24/7 Incident Response . +45 32 83 04 03



Cybersikkerhed i CTS
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NIS2 og CTS

« Risikostyring og robusthed
 Incident management
» Forretningkontinuitet

e Ledelsesansvar

Dubex: HOLTEC.DK'



Dubex:

Roadmap til cybersikkerhed

<~ Asset inventory >

Risk assessment

Security program

Service provider management
Network security

Software updates

Device security
System/network access control
Network documentation
Physical security

System backup/restore
Change management
Training

System security verification
Processes

HOLTEEC.DK’



Claroty CTD demo
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Claroty CTD demo

DEVICE INFORMATION

NETWORK HARDWARE SOFTWARE

10341235 00:01:05:28:7D:79 CX-287D79 Beckhoff 32509 CX9020-Bo00-CE No Windows CE 7.0 2882
3.1.4024

Level 04 Oct 2023, 1058 14 Jan 2024, 09:06

RISK LEVEL: MEDIUM

Vulnarability

Q, CX-287D79 Risk
Threat

Criticality

Accessibility Critica

Accessibility

Infaction
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Claroty CTD demo

[TACK CHAIN
Level 6 CK CHAIN
External Endpoint
194.182.8.227 (external) in zone Endpoint: Other - External
Bl T ’ ) Communicating in TCP protocol
The attacker can leverage the asset's connection to the external
Level 5 network to enter the internal network
with
PLC
Level 4 - b CX-287D79 in zone PLC: Beckhoff
FFFFFFEFFFFEF _eVeI 6
Level 3 = 190.182.8.227 tex
/
Level 1 E_E _euel 1 s [o]e
e CX-287D79
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Roadmap til cybersikkerhed

Asset inventory
 Risk assessment
 Security program
 Service provider management
* Network security
« Software updates
» Device security
« System/network access control
« Network documentation
 Physical security
« System backup/restore
« Change management
« Training
« System security verification

Dubex: - Processes HOLTEEC.DK'



Roadmap til cybersikkerhed

Aktivopggrelse: Opbygning af en fortegnelse over alle driftsaktiver og relaterede data sdsom producent,
modelnumre, softwareversioner, fysiske placeringer og netveerksadresse.

Risikovurdering: Dokumentation af hvorndr, hvordan og hvad der blev vurderet, og tilhgrende risikovurderinger.
Sikkerhedsprogram: Oprettelse af et sikkerhedsprogram, der deekker styring, politikker og roller for bade IT- og
OT-personale (inklusive entreprengrer).

Service Provider Management: Dokumentation af listen over serviceudbydere, ngglekontakter og autoriseret
personale, omfanget af ansvar, systemtilladelser og andre oplysninger.

Netvaerkssikkerhed: Lgsninger sdsom firewalls hjaelper med at forhindre uautoriseret adgang til et netvaerk og
netveerkssegmentering for at hjeelpe med at begraense eksponeringen, hvis der opstar et brud.
Softwareopdateringer: Regelmaessige softwareopdateringer og patches bgr anvendes for at Igse kendte
systemsdarbarheder.

Enhedssikkerhed: Enheder bgr autentificeres over for hinanden ved hjeelp af en nul-tillidsramme for at sikre, at
enhed-til-enhed-kommunikation er tilladt, og kommunikation skal vaere krypteret for at beskytte data.
System-/netveerksadgangskontrol: Dokumenterer, hvem der er i stand til at fa adgang til netveerket og
enheder, hvordan de er i stand til at ggre det, og underskrevne kopier, der anerkender din fjernadgangspolitik. Der
skal ogsa inkluderes en dokumenteret proces til tilfgjelse og fjernelse af brugere, tildeling af tilladelser og periodisk
gennemgang.

Netvaerksdokumentation: Systemtegninger om, hvordan netvaerket og enhederne er forbundet, og relateret
dokumentation for enheder, softwareversioner, netvaerksadresser, protokoller, VLAN'er og porte.

Dubex: HOLTEC.DK'



Roadmap til cybersikkerhed

Fysisk sikkerhed: Smart bygningsenheder skal vaere fysisk sikret, og adgang til dem bgr kun vaere begraenset til
autoriseret personale. Dette hjeelper med at forhindre uautoriseret fysisk adgang og manipulation med
enhederne, hvilket kan kompromittere deres sikkerhed eller aktivere enhedsspoofing.

System Backup/Restore: Dokumentation og proces for hvad der tages backup af, hyppighed af backup,
hvordan og hvor backups gemmes, og hvem der har adgang til backups. Ogsa dokumenteret proces for, hvordan
man gendanner software og konfigurationsindstillinger.

Change Management: Dokumentation, der beskriver processen for godkendelse, planlaegning og
implementering af aendringer til den smarte bygnings infrastruktur.

Uddannelse: Personale og entreprengrer bgr have uddannelse i sikkerhedsbevidsthed for at kunne fa adgang til
de systemer, der driver den smarte bygningsinfrastruktur

Systemsikkerhedsverifikation: Dokumentation, der indikerer, at systemerne eller a&andringerne er blevet
implementeret, og cybersikkerhedsforanstaltninger er blevet implementeret og testet. Ogsa inkluderet bgr
planlaagges for Igbende gennemgange og test for at verificere, at sikkerhedsforanstaltninger ikke er blevet
elimineret eller zendret.

Processer: Sikkerhedsprocesser bgr dokumenteres og revideres for at sikre, at de bliver fulgt, og hvordan man
reagerer i tilfaelde af en cybersikkerhedsbegivenhed. Smart bygningsenheder bgr integreres i bygningens
overordnede sikkerhedsarkitektur. Dette omfatter at sikre, at enhederne er en del af en omfattende
sikkerhedsplan, som omfatter haendelsesprocedurer, regelmaessige sikkerhedsaudits og traening i
sikkerhedsbevidsthed for medarbejdere.

Dubex: HOLTEC.DK'



Known Threat Alert

This alert is usually a strong indication of a computer performing a malicious action

NETWORK SIGNATURE INFO

|-_W 2048548 ET EXPLOIT LB-Link Command | Medium

12 Oct 2023, 02:00 27 Mar 2024, 01:00 24 Jun 2024, 17:45

ALERT SCORE

Significant Indicators

()

@ The alert occurred outside of working hours

Angreb pa CTS i Industribygning

Paloalto Networks

U U

This threat signature was not approved within the past This threat signature was not archived within the past
30 days 30 days

Severity: Critical

Dubex:
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Angreb pa CTS i Industribygning

EVENT DETAILS

RESULTS (1/1) X

ID Description Type Timestamp

n; content:!"Referer”; http_header

ALERT @ Event Details
) L]
27.43.206.160 (axtarnal) _ 74
27.43.206.160 Low 192.168.220.22
@ Dafanlt £0.80:10 I
Lo Default
| Medium
evel 6.00 Video Recorder
Encpoint —
Low

Zhejiang Dahua Technology
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Angreb pa CTS i Industribygning

&

ROOT CAUSE ANALYSIS

KNOWN Inreat Alerc

Known Threat Alert
Out of working hours Known Threat: Threat ET WEB_SPECIFIC_APPS

ang inbound OGNL injection remot;

Known Threat Alert
Out Threat SERVER-WEBAPP Atlassian

ce OGNL expression injection attempt was detected from

=
107.175.24295 to 192 168 | N

rking hours Known

Known Threat Alert
Out of working hours Known Threat: Threat ET EXPLOIT F5 BIG-IP iContro
REST Authentication Bypass pt 2022-1388) M

from 107.175.242.95 to 192 168

MITIGATION STEPS

. Attack alarm! Report this activity to your Security Risk Officer as soon as possible

t

LA

Level 3

ASSET RESULTS (2)

-

107.175.242.95 (e
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NIS2-relevante sarbarheder og udfordringer,
som vi ser i vores arbejde er:

Manglende overblik: Ingen samlet asset management-
system for OT/CTS-enheder og deres
cybersikkerhedsstatus.

Fragmenteret governance: Uklar ansvarsfordeling
mellem IT, Teknik og eksterne leverandgrer.

Utilstraekkelig segmentering: Mange systemer har for
teet integration med administrative netveerk.

Svage autentificeringskrav: Manglende implementering
af steerk autentificering og privilegiestyring.

Foraeldede protokoller: Udbredt brug af usikre og
ukrypterede protokoller som Modbus, BACnet uden
sikkerhedsudvidelser.

Dubex:

10.

Manglende haendelsesdetektering: Begreenset
overvagning og logning af sikkerhedshaendelser.

Leverandgrstyring: Utilstraekkelig kontrol med
tredjepartsleverandgrers adgang og aktiviteter.

Manglende beredskab: Ingen formaliserede incident
response-procedurer specifikt for OT/CTS-heendelser.

Kompetencegab: Meget begraenset teknisk
kompetence i krydsfeltet mellem bygningsautomation
og cybersikkerhed.

Manglende patch management: Ingen struktureret
proces for sikkerhedsopdatering af CTS og loT-enheder.

HOLTEEC.DK’



FAIR Cyber Risk Management Framework

Loss Event Loss Magnitude
Frequency

Threat Event

Vulnerability
Frequency

Secondary Risk

Contact Probability Threat Resistance

Secondary Secondary
Frequency of Action Capability Strength

Loss Event Loss
Frequency Magnitude

Random Value Skills
Regular Level of . E:::';:i: . . . ™
Intentional  Effort Factor Analysis of Information Risk (FAIR™)
Risk Resources
= Time
= Materials

DUbGXI EESTAIT!J% https://www.fairinstitute.org/ HOLTEEC.DK"



https://www.fairinstitute.org/

Loss Event Controls...

Examples ﬁ

Loss Event
Chain of Events

e
Control
Opportunities ﬁ
N
d
Examples ﬂ
3

Cyber Criminals, Information,
Nation-state Actors, Systems,
Script Kiddies, Applications,
Mother Nature, Personnel,
Personnel, Equipment,
Customers, Infrastructure,
3rd Parties, Facilities,
Etc Etc...

Outages,
Confidentiality Breaches,
Loss of Data Integrity,
Financial Fraud,
Etc...

Affect
Threats 4 Assets

Loss Event Prevention

I
Reduced Revenue, Fines,
Forensic Costs, Legal Fees,
Replacement Costs, Credit Monitoring,
Incident Mgmt Person-Hours, Notification Costs,
Etc... Customer Call Mgmt,
Customer Churn,
PR Costs,
Etc...

And

Resulting In Loss That Have Primary Potentially Secondary
g Events g Losses ’ Losses

Loss Magnitude Mitigat

Avoidance Controls Deterrence Controls Resistive Controls Detective Controls Responsive Controls
(Reducing CF) (Reducing PoA) (Reducing Vuin) (Enabling Response) (Minimizing Effects)
Firewalls, Policies & Standards, Authentication, . ot Data Backups,
IP address Filtering,  Logging & Monitoring, Access Privileges, Logg/;\u:g_:ﬂﬁ;:rgnng, Recovery Processes,
Network Segmentation,  Law Enforcement, Configuration Settings, ! 0 umonned : Anti-Malware,
Hiring Practices, Legal Contracts, Education & Awareness,*! Etc - Credit Monitoring,
Personnel Mgmt, Auditing, Anti-Malware, Incident Response,
3rd Party Due Diligence, HR actions, IPS, Legal Defense,
M&A Due Diligence, Obfuscation, Etc... Forensics,
Etc... Camouflage, PR Efforts,
Etc... Etc...

HOLTEEC.DK’
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Business Case: Fynsborg Kommune

Fynsborg Kommune forvalter 187 bygninger

7 forskellige CTS-systemer fra multiple leverandgrer
Heterogen implementering over 20+ ar

Varierende sikkerhedsniveauer og netveerkskonfigurationer

Ransomware-angreb i 2021, der pavirkede 3 CTS-servere

35% af CTS-installationerne har utilstreekkelig
netveerkssegmentering fra administrative netveerk

12 systemer har direkte internetforbindelse med minimal
sikkerhed

43 installationer har seerlige konti til leverandgrer med
varierende sikkerhedsniveau

Mindst 15-20% af aeldre installationer karer med standard /
default adgangskoder

Ransomware-angreb gav midlertidigt tab af styringskapacitet pa
28 bygninger

Manuel drift i 72 timer, herunder nattevagtsdaekning

Ekstra udgifter til IT-forensic, genopretning og
sikringsforanstaltninger

Estimeret total omkostning: ca. 850.000 kr.

NIS2-compliance: Segmentering af netvaerk vil veesentligt
forbedre kommunens opfyldelse af NIS2-direktivets krav.

Betydelig risikoreduktion i den arlige risikoeksponering med 78%,
fra 1.564.000 kr. pr. ar til 344.000 kr. pr. ar

Positiv business case med en tilbagebetalingstid pa 2,2 ar og en
5-arig ROl pa 128%

Dubex:
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Business Case: Fynsborg Kommune

entering af : . .
Business Case: NetvaerkSSegmmune o Denne business case praesenterer et projekt til

CTS-systemer | Fyisberg e netveerkssegmentering af Fynsborg Kommunes CTS-
systemer (Central Tilstands- og Styringssystemer) for at
sikre compliance med NIS2-direktivet samt generelt
reducere kommunens cybersikkerhedsrisici.

o Projektet adresserer en kritisk sarbarhed, hvor 35% af
kommunens CTS-installationer har utilstreekkelig
adskillelse fra det administrative netveerk.

o De der matte gnske den fulde case beskrivelse tilsendt
kan skrive til: jbe@dubex.dk eller jlv@holtec.dk

HOLTEEC.DK’
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